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The Software Integrity Crisis




Software vulnerability Is everywhere! € coverity

Michael Krigsman | BusinessWeek
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The earlier you find a defect...

...the cheaper it is to fix

Cost for defect fixes

Development Integration Audit/test Production

Source: Forrester, January 2009



Yet more defects are released

IN production each vear
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Why software integrity Is so important € coverity

* Codebases are growing
Increased

Complexity * Increased tension between development and QA;
wasted cycles trying to reproduce bugs

n * Cost of failure is increasing, increasing the visibility and
Increased Mission scrutiny of testing and defect management

Criticality

* High-profile firefights on the rise

* Development teams are under pressure to release

Increased Time to higher quality software even faster

Market Pressure * Traditional development methodologies can't keep
pace




Polling Question

What is the biggest challenge to maintaining software integrity in your
environment?

A. Code bases are increasing in size/complexity.

B. High employee turnover increases the risk of coding errors.

C. Manual processes make it hard to spot defects in development.



What is Agile?




How Is Agile development different? @) coverity

Waterfall Agile (Scrum, XP, Lean, etc.)

The XP Lifecycle
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Agile I1s becoming more popular

mWaterfall  =m XP or Iterative
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Agile requires software inte_g r_it_y to 0 coverity
become everyone’s responsibility!

Benefits of Agile Risks to Software Integrity

* Frequent “potentially
e Increased visibility shippable” iterations, each
requiring a QA cycle

* Increased flexibility
Shortened QA cycles — QA

can’t keep up!
* Increased quality PUp

Increased pressure on full
development team to
deliver high-integrity code




How Static Analysis
Increases Software Integrity




What is static analysis?

Your continued donations keep Wikipedia running! 2 Login / create account
article | | dEscussion editthis page | | history

Static code analysis

From 'Wikipedia, the free encyclopedia

WIKIPEDI A This anticie is about certain software qualily sssessment methods, For the galistical method, see Stalic analysis,

The Free Encyclopedia Static code analysis is the analysis of computer software that is performed without actually executing programs built from that software
navigation | {analysis performed on executing programs is known as dynamic analysis). In most cases the analysis is performed on some version of the
= hain page source code and in the other cases some form of the object code. The term is usually applied to the analysis performed by an automated toal,
s Conterts with human analysis being called program understanding or program comprehension.
s Featuwed content

The sophistication of the analysis performed by tools varies from those that only consider the behaviar of indrvidual statements and
declarations, to those that include the complete source code of a program in their analysis. Uses of the information obtained from the analysis
wary fram highlighting possible coding errors {e.g., the lint tool) to formal methods that mathematically prove properties about a given program

® Current events
& Random aticle

Ssanh {=.q., its behavior matches that of its specification},
' It can be argued that software metncs and reverse engineering are forms of static analysis.

-m -Ee“h A growing commercial use of static analysis is in the verification of properties of software used in safety-critical computer systems and locating
interaction potentially vulnerable code.

Think of it as a spell checker that finds your most difficult bugs!



A Billion Dollar Mistake

* Nullable references were invented by Hoare in 1965 as part of the Algol
W language.

 Hoare later (2009) described his invention as a 'billion dollar
mistake": 2151

“1 call it my billion-dollar mistake. At that time, | was designing the first
comprehensive type system for references in an object oriented
language (ALGOL W). My goal was to ensure that all use of references
should be absolutely safe, with checking performed automatically by
the compiler. But | couldn't resist the temptation to put in a null
reference, simply because it was so easy to implement. This has led to
innumerable errors, vulnerabilities, and system crashes, which have
probably caused a billion dollars of pain and damage in the last forty
years”

» Since a null-valued pointer does not refer to a meaningful object, an
attempt to dereference a null pointer usually causes a run-time error.

ALL MATERIALS CONFIDENTIAL 15


http://en.wikipedia.org/wiki/C.A.R._Hoare
http://www.coverity.com/
http://en.wikipedia.org/wiki/ALGOL_W

Static analysis strengthens your existing 0 coverity
testing approaches!

Traditional Testing Static Analysis

= Unit Tests » | ocking semantics
" Integration Tests » Class usage semantics
» Performance Tests = Performance exposures
»= Code Reviews = Security exposures

= and more!



WIll a code review catch this?

#include <pthread.h>
pthread mutex_ t mtx;
int 1;
void foo() {
1++;
it (1 == 1) {
pthread mutex_ lock(&mtx) ;
1++;
pthread mutex_unlock(&mtx) ;

| not initialized and 1++ not locked



What kind of defects might be In

¢) coverity
your software?

SQL Injection Use After Free

Improper Locking/Concurrency Uninitialized Values Read

NULL Pointer Dereference Unsafe use of Returned Negative
Resource Leak Type and Allocation Size Mismatch
Unintentional Ignored Expressions Buffer Overrun (dynamically

Use Before Test (NULL) allocated)

Buffer Overrun (statically allocated) Use Before Test (negative)

Unsafe use of Returned NULL And more!

@ COVERITY.COM




Benefits of static analysis in Agile

environments

 Finds defects sooner - as soon as
they're created, when they're
cheapest to fix

« Empowers development teams to
remain nimble and rapidly deliver
guality software

« Strengthens existing testing Reduce time
methodologies with an objective to market
lens




Polling Question

What software methodology most represents your codebase as it relates to
Agile development?

A. We are standardized on Agile development.

B. We are looking to adopt Agile or have recently started utilizing Agile.

C. We use a hybrid of Agile and Waterfall methodologies.

ALL MATERIALS CONFIDENTIAL 20



About Coverity




Leader In Software Integrity

Companies that have zero tolerance for
software fallures choose Coverity.
High Integrity Software

Software that Software that Software that
doesn'’t fail. performs. IS secure.

600 CustomersWorldwide




Over 600 customers.

Billions of lines of code.
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Five Steps To Mitigate Risk

S Scan Fix

P your priority
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Coverity Integrity Center @) coverity

Coverity Integrity Center

Coverity Integrity Manager

Defect Browsing Defect Severity Impact Business Impact Mapping Defect Resolution Reporting

Coverity Coverity Coverity Coverity
Static Analysis Dynamic Analysis Build Analysis Architecture Analysis

Coverity Desktop Plug-ins: Microsoft Visual Studio and Eclipse Enhancements

Coverity Softwar e Integrity Services

Coverity Software Development Kit

Coverity Integrity Analysis Engine




Request a free trial today!

Please visit us at www.coverity.com
to request a free trial
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http://www.coverity.com/

Thank you!
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